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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
QUAN BA PINH Poc lap - Ty do - Hanh phic

940 /UBND-VP Ba Dinh, ngay /thdng 01 ndm 2022.

V/v ngin chdn hoat, dong tan cong

mang, khai thac 15 hong bao mét trén

Apache Log4j va Apache HTTP

Kinh gui:

- Trudng Cong an quan; Truong phong GD va DT;
- Thu trudong cac don vi sy nghiép, hiép quan trén dia ban quan;
- Hiéu trudng céc truong M&Am non, Tiéu hoc, THCS.

Thyc hién chi dao cia UBND Thanh phd tai vin ban s6 89/UBND-NC ngay
11/01/2022 va Théng béo sé 380/TB-BCA-A05 ngay 31/12/2021 ciia B6 Cong an
(c6 ban chup giri kém) vé ngan chin hoat dong tAn cong mang, khai thac 15 héng bao
mét Apache Log4j va Apache HTTP trén cic website, phan mém sir dung may chu
Web Server Apache. Uy ban nhan dén quéan yéu cau:

1. Pé nghi Thu trudng céc co quan, don vi va Hiéu trudng cac truong Mam
non, Tiéu hoc, THCS cén ctr ndi dung chi dao cia UBND Thanh phé va théng béo
cua BO Cong an, trién khai ra soat cac website, cic phan mém sir dung ma ngudn md
nhu: PHP, Python, Perl... va may chi Webserver Apache tai don vi minh, chu
dong lién hé véi don vi cung cép dich vu website, dich vu méay chii dé khic phuc cac
15 héng bao mat da dugc BO Cong an canh bdo. Néu c6 khé khin, vudng méc kip
thoi lién hé véi co quan an ninh mang thuge Coéng an Thanh phd, S& Théng tin va
Truyén thong dé xem xét, giai quyét.

2. Giao Cong an quén chu tri, phdi hop véi Phong Vin héa va Thong tin bam
sat chi dao cua Coéng an Thanh phd, S& Thong tin va Truyén thong hudng dan cac
co quan, don vi va céc truong Mam non, Tiéu hoc, THCS thuc hién noi dung trén.

UBND quén yéu cau Thu truéng cac co quan, don vi nghiém tic thuc hién.[y

Noi nhdn:

- Nhur trén;

- UBND Thanh phd;

- D/c Lé Hdng Son - PCT TT UBND Thanh phd;
- Cong an Thanh ph;

- TT Quén uy, TT HDND quén;

- B/c Chu tich, cac d/c PCT UBND quaén;

- VPUB: CVP, Té6 CV Téng hgp, CV CNTT;
-Luu VT.

Ta Nam Chién



Nhan dan Thanh phd
Ngay ky: 11/01/2022
09:38:35 +07:00

UY BAN NHAN DAN CONG HOA XA HOI (iU NGHEVVIE] NAM
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S6: 83 /UBND-NC Ha Ngi, ngay 4A thang Od=rein 2022

V/v ngin-chin hoat déng tin
cbng mang, khai thac 18 hdng bao
mat trén Apache Log4j va
Apache HTTP

Kinh gui: )
- Céc S&, ban, nganh Thanh pho;
- UBND céc quén, huyén, thi xa.

Thyc hién Thong béo s6 380/TB- BCA-AOS ngay 31/12/2021 cua B
Cong an vé viéc “ngan chan hoat dong tin cong mang, khai thic 18 héng bao
mat trén Apache Log4j va Apache HTTP” (ban chup kém theo), UBND Thanh
phd chi dao nhu sau:

- Yéu chu cac So, ban, nganh Thanh pho UBND cac quan, huén, thi x3
cdn cir ndi dung Théng bao néu trén ciia B Cong an, trién khai thuc hién tai
don vi minh, chu dong lién h¢ véi Cong an Thanh phd, S& Thong tin va Truyen
thong dé duqc huéng dan trién khai thyc hién (truong hop cé khé khan, vueong
mdc).

- Giao Céng an Thanh phd chu tri phdi hop véi S Th6ng tm va Truyén
théng theo chirc néng, nhiém vy duoc giao, huéng dan cac don vi trlen khai thyc

hién trén dja ban thanh phd, tdng hop, bdo cdo cdp c6 thAdm quyén theo quy
dinh./.

Noi nhan: TM. UY BAN NHAN DAN
- Nhur trén;

- B§ Cong an;

- Thudmg trye Thanh ay; )

- Chi tjch UBND Thanh phé;

- PCT TTUBND TP L& Hdng Son;

- VPUB: CVP, PCVP V.T.Anh, NCrung, TTTH&CB;
- Luu: VT. sp: 161
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BQ CONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
Péc ldp - Tw do - Hanh phic

Sé: 3%0/TB-BCA-A05 | Ha Ngi, ngay 2/ thdng 42.ndm 2024

THONG BAO
. V/Lng!m chiin hoat d)ng tan cong mang, khai thac 15 hdng bio mit
L,'i*"‘ PHONG UBKD),TP.HA NOI trén Apache Log4j va Apache HTTP

h"\ ey ST

Nﬂ“?os/ 6[\2 "Eotig tac bao dam an nmh hé thong mang thong tin quoc gia, B¢ Cong
Chuyén: ..an.phét-hién-hdat dong tin cong mang, khai théc 16 hong bio mat nhim vao céc
|Luu bo su midy.chi-sitdung Apache Logdj va Apache HTTP tai Viét Nam; nguy co 16, mét
thong tin bi mé.t nhay cam, thong tin ¢4 nhén cla ngudi dan Viét Nam. By Cdng
an thong bao vé céc 16 hdng bao mat cy thé nhu sau:

19@5

1 Lo hong bdo mat trén Apache !Log4J

Tir giita thang 12/2021, cac chuyén gia cong b6 phat hlgn 03 15 hdng bao mét -
ton tai trong Apache Log4j' phién bén it 2.0 dén 2.16, gdm: Log4Shell (CVE-
2021-44228), CVE-2021-45046 va CVE-2021-45105 cho phep tin tdc thue thi
cdu Iénh didu khién tir xa, chiém quyén huén trj, tn cong tir chéi dich v may chi
web. Trong do, 16 héng Log4Shell cé mirc 4§ nghiém trong cao nhét, dic biét
nguy hidm do viéc khai thdc don gian va da bi cong khai ma khai thac; nguy co -
anh hudng t6i hang tri¢u trang web, hang trdm sén phém cua céc hing cong nghé
trén thé gidi? va Viét Nam. Mic du, corf quan truycn thong, béo chi trong nuorc da
thong tin, canh béo rong rdi nhung nhiéu co quan, t8 chirc tai Viét Nam van chua -
thuc hién ra soat, khic phuc céac 13 honjg bao mét.

Qua theo doi, Bo Cong an phét hlél‘l hang nghnn sur kién canh bao hoat dong
tin cong mang, khai théc 15 hdng Log4Shell nhim vao c4c co quan, td chirc tai:
Viét Nam. Ra soét so bd, B Cong an x4c dinh it nhét hang trim dja chi trang web
thudc quan Iy clia 43 co quan nha nude, ngén héng tai Viét Nam cé nguy co bj
anh hucmg boi 18 héng Log4Shell (gui kém riéng theo tu'ng don vi.co lién quan).
Dic biét nguy hiém, céc nhom tin tic hudc ngodi da tién hanh “vii khi héa” cdng
cy khai théc 15 héng Log4Shell, tich hgp céc dong ma ddc co tinh nang do thém
mi héa dir 11¢u phat tan qua thu dlcn tir lira dao, thlet bj luu trit ngoai (USB, 6

 dia xéch 1 ; &0 -x&in nhép, } Kiciii 505! P v d0ng danh cép thong tin, tai lidu trong
w~  h¢ thong mang; ma héa di liéu aé tqng tién; pha hity co s& dir lidu cla.céc co
quan, t6 chirc.

.,f
2. L3 hong bio mit trén Apache HTTP

Ngay 20/12/2021, héng bdo mat Sophos canh béo 02 15 hdng bao mét nghiém
trong (CVE 2021-44224 CVE—202144790) ton tai trén Apache HTTP Server3

' Thu vién hé.trg viée ghi nhét ky hoat déng cia may chi web sif dung ngdn ngft Java

2 Bao gdm: Microfocus, F5, Forescout, Fortinet, Amazon, Apple iCloud, Cisco, HPE, NVIDIA, Cloudflare,
ElasticSearch, Imperva, NetApp, Neo4j, Nutanix, Oracle, Red Hat, Steam, Tesla, Twitter..

3 Apache HTTP Server 12 phéin mém djch vy méy chi web phd bién dwrge sir dyng trén 3 1% sb hrong trang web
trén toan thé gidi
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phlen bén tir 2.4.51 tré xudng, cho phép tin tic chiém quyen quan tri tir xa mdy chu,
- kidm soét, danh cip thong tin, dit ll¢u hoc thye hién tAn cong tir chdi dich vy.

Qua theo ddi, B Céng an chua ghx nhan hoat dong thn cong, khai thac 02 16
hong trén vao c4c trang web thude quén ly clia co quan nha nuée. Tuy nhién,
nhiéu kha ning m3 khai thac s& sém dugc céc ddi tugng tin tic, toi pham mang
chia sé, rao ban dé thyc hién tin cong mang; nguy co anh hudng t6i hang trim
nghin may chii web clia c4c co quan, td chirc tai Viét Nam.

3. T tinh hinh trén, dé tang cuong bao dam an ninh mang, an toan thong tin,
B6 Céng an d& nghi céc bd, ban, nganh, dja phuong, tap doan tdng cong ty thude
quan ly cia nha nudc; cdc ngan hang; cac don vi cung cép dich vu Internet tai
Viét Nam:

(. 1) Chi dao don v vi chuyén tréch t§ chirc ra soét khac phyc lo hong bao mét
ton tai trong hé thong mang theo khuyen céo clia hﬁng phat trién, nha sén Xuét
 (tham khdo hudig dan kém theo); ™ -

(2) Thiét lap, cap nhat déu hiéu phét hién, ngén chén hoat djng thn cong,
khai thac 16 héng bao mat, x4m n.hap tral phep hé théng mang trén hé théng gidm
sat, tuong Iira, thiét bj phong, chéng tan cong mang (cé danh sdch dinh kém).

Théng bdo cho Cuc An ninh mang va phong, chong 91 pham sir dung cong
nghé cao - B§ Cong an, dia chi: 207 Khudt Duy Tién, Nhdn Chinh, Thanh Xudn,
Ha Noi khi phat hi¢n diu higu ra quét, khal théc 16 hdng bao mét tir dia chi IP Viét
Nam vao hé théng théng tin cia co quan, to chire trong nude dé kip thoi déu tranh,
xir ly theo quy dinh ctia phap luét.

B Cong an xin thong bdo/. p__ ‘
Noi nhén: TUQ. BQ TRUONG

DB IOl i, CUCTRUONG CUC AN NINHMANG
- Van phong TW Déng ; VAP G CONG NGHE CAO
- Viin phong Tdng Bi thu e\

- Viin phong Chu tich nude 4 5 ;

- Viin phong Quée hoi M. . et ﬂ Il

- Vin phong Chinh phi Q A

- Céc b, co quan ngang bj, S

¢o quan thu§c Chinh phu o N T T,

- Tinh \y, Thanh 4y, UBND (@ pliéi il TrungtedngN guyen Minh Chinh

cde tinh, TP tryc thudc TW

- Tda 4n nhdn dan tbi cao

- Vién kidm sét nhan dan téi cao

- Kiém to4n nha nudc

- Céc tdp doan, t6ng cong ty:
EVN, PVN, VNA, VATM, ACV

- Céc ngén hang: BIDV, Agribank,
Vietinbank, Vietcombank

- Céc don vi cung cép dich vy Intenet| .

- Cong an céc don vi, dja phuong (de thye hign);
- Luwu: VT, A05(PS).




PHU LYC 1
HUGNG DAN RA SOA’[} KHAC'PHUC LO HONG BAO MAT
" '(Kém theo Théng bdo so 380/TB-BCA-A05, ngay 31/12/2021)

'L L8 hong bio mit trén Apache Log4j
1. Ra sodt, xdc dinh nguy co

- Tra ctru, d6i chiéu cac san pham, phan mém dang sir dung tai don vj véi
danh sach cac phin mém cé nguy co ton tai 15 hong bio mét tai drong dan:

https '//gi'thub com/cisagov/logdj-affected-db/blob/develop/SOFTWARE-LIST.md

- Bm véi céc phén mém dich vy do co quan ty xdy dyng, phat trién, thye
hién tai xubng cic cbng cu ra quét lo hdng bao mat Logdj tal duomg dan:
https://github.com/CERTCC/CVE-2021-44228_scanner. Sau d6, tién hanh khoi
chay cau 1énh kiém tra trén mdy chii theo hé diéu hanh tuong tmg:

¥ Déive may chi Windows, sir dung PowerShell chay caulénh: =~
.\ckéckjndi.ps] [duwong dc?n 101 thuymuc chita thu vién log4j]
+ Déi v6i mdy chi Linux, sir dung terminal chay cdu 1énh:
bash ./checkjndi.sh [dwomg dén té'i!’ thu muc chira thu vién log4j]

+ Hoac sir dung cong cu dugc v1et;bang Python trén ca 2 h¢ diéu hanh ¢ cai
dat Python 3 véi cau lénh:

python checkjndi.py [dwong dan ti thu myc chia thuw vién logdj]
2. Khic phuc 6 hong bdo mat
- Céch ly vat Iy hoic logic may cl}:ﬁ {mg dung tn tai 15 hong bio mét.

- C._;;Ttp nhat thu vién Apache Log4jftrén may chu dich vu 1én phién bén 2.17.1
tr&r 18n tai dudng dén: https.://logging.apache.org/log4j/2.x/download. html

- Truong hop chua thyce hién duge viée néng c4p sban vé:
(1) Céu hinh trong JVM args gia tri: “-Dlog4;2 formatMsgNoLookups=true”;

~ (2) CAu hinh tudng Iira céc tap luat phét hién tin cong thong qua tudng lira
ung dung web (tham khao https: //support 5. com/csp/art:cle/KI 9026212); han
ché t6i da cc cong két ndi mang khoﬂg can thiét.

(3) Tang cudng giam sét, kiém soat an ninh mang.
IL L3 héng bio mét trén Apache HTTP

Tién hanh cap nhét phién ban Apache HTTP Server 2.4.52 trén méy chu dich |
vu theo hudng dan ciia nhdm phat trién tai duong dan:

https://downloads.apache.org/httpd/Anouncement2.4.html
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PHU LYC2
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CAC DAUHIEU NHAN BIET, CANH BAO (IOCs)
“(Kém theo Théng bdo sé 3807T: B-BCA' -A05, ngay 31/1 2/2021 )

STT I0Cs GHI cmfl
1 | apacheorg.xyz Apache Logdj CnC -
2 |naziny Mirai Botnet
3 | 300gsyn.it BillGates, Elknot BPmet
4 1cf9b057ldecf‘f5303ee9fe3c98bblﬂ Hash MDS5
5 1194db367fbb403a78d63818¢c3168a355 | Hash MDS5
6 | 18cc66e29a7bc435a316d9c292¢45¢c6 “| HashMDS5 ™
7 | 1780d9aafd4c048ad99fa93b60777¢3f9 | Hash MD5
8 | 163e03b99c8cb2c71319a737932¢9551 | Hash MD5
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